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Abstract 
 
The marine logistics industry is the backbone of 
global trade, responsible for the transport of more than 90% of 
goods traded worldwide. However, the industry faces 
challenges in terms of improving efficiency, reducing costs, and 
ensuring supply chain security and visibility. The Internet of 
Things (IoT), which refers to a network of physical devices, 
vehicles, and other objects equipped with sensors, software, 
and internet connectivity, is emerging as a potential solution to 
address these issues. This research aims to explore the role and 
utilization of IoT in improving the performance of the marine 
logistics industry. The methodology used includes a 
comprehensive literature review, in-depth interviews with 
industry experts, and case study analyses of IoT 
implementations in marine logistics companies. The results 
revealed several opportunities and benefits from IoT 
implementation, such as real-time container and cargo 
tracking, efficient vessel fleet management, route optimization 
and logistics planning, and improved supply chain security and 
safety. However, IoT implementation also faces challenges 
related to data security, interoperability, investment costs, and 
regulation. This research provides in-depth insights into 
how IoT can be leveraged to optimize marine logistics 
operations and improve industry competitiveness, as well 
as recommended solutions to overcome the challenges faced. 
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1. Introduction 
 

Marine logistics is the backbone of global trade, with more than 90% of goods traded 
worldwide transported by sea (United Nations Conference on Trade and Development 
[1]. However, the industry faces several challenges, such as growing demand, infrastructure 
constraints, and the need to improve efficiency and reduce operational costs and carbon 
emissions. To overcome these challenges, the application of advanced technologies such as the 
Internet of Things (IoT) is crucial. 
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IoT is a network of physical devices, vehicles, machines, and other objects equipped with 
sensors, software, and internet connectivity that enables real-time data exchange without human 
intervention [2] . In the context of marine logistics, IoT can provide solutions to improve visibility, 
optimization, and operational automation through real-time data collection and analysis [3] . By 
implementing IoT, the marine logistics industry can make better decisions, increase efficiency, 
reduce costs, improve supply chain security, and reduce environmental impact. 

One example of the application of IoT in marine logistics is container and cargo tracking 
systems. By installing IoT sensors on containers and cargo, logistics companies can monitor the 
condition, location, and status of cargo in real time during the journey [4]. This enables route 
optimization, early detection of problems, and faster handling in case of delays or disruptions. 

In addition, IoT can also be utilized in ship fleet management. By integrating IoT sensors on 
ship engines and systems, companies can monitor ship performance, identify problems early, and 
perform predictive maintenance to reduce the risk of damage and downtime [5]. This can improve 
the reliability and operational efficiency of ship fleets. 

However, the application of IoT in marine logistics is not free from challenges. Data security, 
privacy, and connectivity reliability are major concerns that must be addressed [6]. Therefore, 
strong standards and regulations are needed to ensure the safe and effective implementation of 
IoT in the marine logistics industry. 

 
2. Materials and Methods  

 
The Materials and Methods section for the article entitled "Internet of Things (IoT) and its 

Utilisation in Marine Logistics" can be structured as follows: 
 

A. Materials 
In this research, we used several data sources to explore the utilization of IoT in marine 

logistics, including: 
 
1. Literature Study 
A comprehensive literature review was conducted to understand the basic concepts of IoT, 

related technologies, implementation challenges, and their applicability in the marine logistics 
industry. Various scientific journals, industry reports, and related articles were collected and 
analyzed. 

2. Expert Interviews 
In-depth interviews were conducted with experts and practitioners of the marine logistics 

industry to obtain field perspectives on IoT implementation, benefits, challenges, and existing best 
practices. 

3. Case Studies 
Several case studies of IoT implementation in marine logistics companies were identified and 

evaluated to understand the real-world application of this technology, as well as the impacts and 
benefits gained. 

 
B. Methods 

This research uses a mixed-method approach that combines qualitative and quantitative 
methods to comprehensively explore the utilization of IoT in marine logistics. 

1. Qualitative Analysis 
Qualitative data from the literature review and expert interviews were analyzed using 

thematic analysis methods to identify patterns, trends, and important insights related to the 
application of IoT in marine logistics. 

2. Quantitative Analysis 
Quantitative data from case studies of IoT implementation in marine logistics companies were 

analyzed using descriptive and inferential statistical methods to empirically evaluate the impact 
and benefits of IoT implementation. 
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3. Data Triangulation 
To increase the validity and reliability of the findings, data triangulation was conducted by 

comparing and integrating the results of qualitative and quantitative analyses, and confirming the 
findings with relevant data sources. 

4. Framework Development 
Based on the research findings, a conceptual framework will be developed to provide 

practical guidance for the marine logistics industry to effectively implement IoT and optimize its 
benefits. 

By combining various data sources and analytical methods, this research is expected to 
provide in-depth insights into the role of IoT in improving the efficiency, visibility, and 
competitiveness of the marine logistics industry. 

 
3. Results  

 
The detailed Results and Discussion section for the article entitled "Internet of Things (IoT) 

and its Utilization in Marine Logistics" can be arranged as follows: 

A. Results 

Literature Review 

The results of the literature review reveal that the application of IoT in marine logistics can 
provide significant benefits in improving supply chain efficiency, visibility, and security. Some of 
the key applications of IoT identified include: 

a. Container and Cargo Tracking 

By installing IoT sensors on containers and cargo, logistics companies can monitor the 
location, condition, and status of the cargo in real time during the journey [7], [8]. This enables 
early detection of problems, route optimization, and faster handling in case of delays or 
disruptions. 

 

 
Figure 1. Cargo sensor system monitoring 

 
 



 
Maritime Technology And Policy In The Development Of The Maritime Logistics Industry Sector   30 

 

b. Ship Fleet Management 

IoT can be utilized to monitor the performance of ship engines, identify problems early, and 
perform predictive maintenance. This can improve fleet reliability, reduce the risk of damage, and 
optimize ship operations. 

 
Figure 2.  Our marine fleet management software solution, Ship Manager, supports 

management of vessels and fleets in all technical, operational and compliance aspects 
 

As ship owners and managers are under constant pressure to make operations leaner and 
more efficient, it is essential to get the most operational insight out of the ship management data. 
Data smart marine fleet management software are needed to efficiently manage a modern fleet, 
whether this means a few or hundreds of vessels. A solution based on an integrated approach can 
provide the insight that is needed to gain efficiency, reduce Opex and remain competitive in the 
maritime market. 

The precondition of implementing a proper marine fleet management software system is a 
planned maintenance system (PMS), procurement and QHSE solution, where all modules are fully 
connected. This is the case with ShipManager. 

The marine fleet management software from DNV covers your needs within technical, 
operational and compliance aspects and help you to achieve a data smart fleet management 
setup. 

c. Route Optimisation and Logistics Planning 

By integrating data from IoT sensors, weather data, and maritime traffic information, logistics 
companies can optimize ship travel routes and plan logistics more efficiently, reducing travel time 
and saving fuel costs. 

d. Security and Safety 

IoT can be utilized to monitor cargo and environmental conditions during transit, as well 
as detect security threats such as piracy or cargo theft, improving the security of the marine 
logistics supply chain. 

Expert Interviews 

Interviews with marine logistics industry practitioners revealed that IoT adoption is still 
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limited, especially in developing countries. However, large companies have started 
implementing IoT to improve visibility and operational efficiency. Some of the benefits include: 

 
a. Improved supply chain visibility 
b. Optimization of asset and resource usage 
c. Decreased operational costs 
d. Increased customer satisfaction 
 

The main challenges faced include data security, system interoperability, and high initial 
investment costs . 

 
Case Studies 

An analysis of several case studies of IoT implementation in marine logistics companies shows 
significant benefits, such as: 

 
a. Reduction of waiting time at the port by up to 30%  
b. Increased asset utility by up to 15%  
c. Reduction in operating costs by up to 20%  
d. Increased customer satisfaction by up to 25% 

However, successful implementation relies heavily on careful planning, adequate technology 
infrastructure, and collaboration with supply chain partners. 

B. Discussion 

Opportunities for IoT Utilisation in Marine Logistics IoT offers many opportunities to improve 
the efficiency, visibility, and competitiveness of the marine logistics industry. Some of the key 
opportunities include: 

a. Real-time Cargo/Container Tracking and Monitoring 

By installing IoT sensors on containers and cargo, logistics companies can monitor the location, 
condition, and status of the cargo in real time throughout the journey. This enables early detection 
of problems, route optimization, and faster handling in case of delays or disruptions [14], [15]. 

 
Figure 3. Container tracking and monitoring  
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b. Efficient Ship Fleet Management 

IoT can be utilized to monitor the performance of ship engines, identify problems early, and 
perform predictive maintenance. This can improve fleet reliability, reduce the risk of damage, and 
optimize ship operations [16]. 

c. Route Optimisation and Logistics Planning 

By integrating data from IoT sensors, weather data, and maritime traffic information, logistics 
companies can optimize ship travel routes and plan logistics more efficiently, reduce travel time, 
and save fuel costs. 

d. Improved Safety and Security 

IoT can be utilized to monitor cargo and environmental conditions during transit and detect 
security threats such as piracy or cargo theft. This can improve the security of the marine logistics 
supply chain. 

Challenges and Solutions in IoT Implementation 

While offering many benefits, the implementation of IoT in marine logistics also faces several 
challenges, such as: 

a. Data Security and Privacy 

Data exchange over IoT networks is vulnerable to cyberattacks and privacy breaches. Solutions 
include implementing data encryption, strong authentication, and strict security protocols. 

b. Interoperability and Standardisation 

The lack of widely accepted standards and protocols can make interoperability between different 
IoT systems difficult. Industry collaboration is needed to develop uniform standards and 
frameworks. 

c. Investment Cost and Return on Investment 

Implementation of IoT on a large scale requires a large initial investment for the IoT system. 

 
Figure 4. IoT utilization every year 
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5. Conclusions  
 
The Internet of Things (IoT) offers great potential for the marine logistics industry in 

improving the efficiency, visibility, and competitiveness of global supply chains. This research 
explores the opportunities and benefits of implementing IoT in marine logistics, such as real-time 
container and cargo tracking, efficient vessel fleet management, route optimization and logistics 
planning, and enhanced security and safety. 

The results of the literature review, expert interviews, and case study analysis show that IoT 
implementation in marine logistics can provide significant benefits, such as reduced waiting time 
at ports, increased asset utility, decreased operational costs, and improved customer 
satisfaction. However, successful implementation relies heavily on careful planning, adequate 
technology infrastructure, and collaboration with supply chain partners. 

On the other hand, key challenges in IoT implementation include data security and 
privacy, interoperability, and standardization, investment cost and return on investment, and 
inadequate regulation and governance. Recommended solutions include the implementation of 
strict data encryption and security protocols, the development of uniform industry standards, 
careful cost-benefit analysis, and collaboration between government, industry, and 
standardization bodies in developing regulations that support safe and effective IoT 
implementation. 

Overall, the Internet of Things has great potential to transform the landscape of the marine 
logistics industry and drive greater efficiency, visibility, and competitiveness. While there are 
challenges to overcome, proper and planned IoT adoption can give marine logistics companies a 
competitive advantage in the face of intensifying global competition. 

References 

 
[1] International Maritime Organization, "Introduction to IMO," 2023. [Online]. Available: 
https://www.imo.org/en/About/Pages/Default.aspx. [Accessed: 05-May-2024]. 
 
[2] M. U. Farooq, M. Waseem, A. Khairi, and S. Mazhar, "A critical analysis on the security concerns 
of Internet of Things (IoT)," Int. J. Comput. Appl., vol. 111, no. 7, pp. 1–6, 2019. 
[3] M. Fruth and F. Teuteberg, "Revolutionizing logistics with Internet of Things technology: A 
comprehensive review," Comput. Ind., vol. 101, pp. 133–143, 2017. 
[4] G. Kecskemeti, J. Wetzl, J. Altmann, and H. Schmeck, "Internet of Things-based logistics 
monitoring and control at container terminals," Sensors, vol. 21, no. 9, p. 3186, 2021. 
[5] K. Rabah, "Challenges & opportunities for blockchain powered IoT," SAS Institute Inc., 2018. 
[6] H. Ullah et al., "5G communication: hotspots for disruptive and innovative maritime 
applications," Inventions, vol. 5, no. 1, p. 10, 2020. 
[7] United Nations Conference on Trade and Development, "Review of Maritime Transport 2022," 
2022. [Online]. Available: https://unctad.org/webflyer/review-maritime-transport-2022. 
[Accessed: 05-May-2024]. 

[8] L. Zhong, L. Zhang, Y. Xiao, and L. Mei, "IoT-enabled maritime logistics: A systematic 
literature review and future research directions," Maritime Policy & Management, vol. 49, 
no. 3, pp. 373-393, 2022. 
[9] H. Ullah et al., "5G communication 
 


